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Preface

PREFACE

This document provides guidelines for integrating Adeptia Suite with Active Directory (LDAP Server).

TARGET AUDIENCE

This document is intended for the users who want to integrate Adeptia Suite with their LDAP Server and use Single
Sign On authentication.

CONTACTS/REPORTING PROBLEMS

These sections present contact information for different situations.

Sales

In case of any sales queries, please contact us at sales@adeptia.com.
Support

For support queries, please contact us at support@adeptia.com.
Latest updates and information

For the latest updates and information, please visit us at www.adeptia.com.

Adeptia Web site

Access the Adeptia Web site at the following URL:

www.adeptia.com
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OVERVIEW

You can configure Adeptia Suite to authenticate users, using one of the following methods:

e Form-based Authentication without LDAP
e Form-based Authentication with LDAP
e Single Sign On with LDAP

Form-based Authentication without LDAP
This is Adeptia’s built-in authentication method. It uses Adeptia’s database to authenticate the users.
Form-based Authentication with LDAP

In this authentication:

= User enters URL into browser and is directed to Login page

= User enters Domain user id (without any domain prefix) and password

=  Adeptia uses LDAP Login Module to authenticate from Active Directory

= User credentials are retrieved for authorization & Home page is loaded based on authorized access

Single Sign On with LDAP

In this authentication:

= User logs in to PC with domain User ID
= User enters the Adeptia Login URL in the browser
= Useris able to log in to the Adeptia Server without providing login credentials
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Configuring Form-Based LDAP Authentication

CONFIGURING FORM-BASED LDAP
AUTHENTICATION

This section explains how to configure Adeptia Suite to use Form-based LDAP authentication.

Prerequisites

The client machine, where Adeptia Suite will be running, must be part of the Active Directory.

Steps
1. Start Kernel and WebRunner.

2.  Login as admin user. Password of admin user is indigo1.

3. Create a group in Adeptia Suite that will be used as default group for LDAP users.

o In case the LDAP user, through which you will log into Adeptia Suite, belongs to Active
Directory default group Domain Users group, then this user becomes the part of the
default group in Adeptia Suite. ID of this group will be defined in

abpm.ldap.businessUsers.

To know how to create a group, refer to Adeptia Suite Administrator Guide.

4.  Expand System and then LDAP Authentication (see figure below).
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Configuring Form-Based LDAP Authentication

[1 LDAP Authentication

Property Name abpm.security.login.module
Value LDAPLoginModule
Description Login module (DatabaseloginModule /LDAPLoginModule) name to be used

Note :- To activate this property after any change, you need to Restart Server.

Property Name abpm.ldap.host

Value 192.168.1.14

Description The server ip/name on which Active Directory is configured
Property Name abpm.ldap.portNumber

Value 389

Description The port number on which LDAP protocol is enable
Property Name abpm.ldap.initial_context_factory

Value com.sun.jndi.ldap.LdapCtxFactory

Description The INDI initial context factory required for LDAP authentication
Property Name abpm.ldap.security_authentication

Value simple

The mode for security authentication, the default mode is simple. Possible values are

Description none;simple,sasl_mech

Property Name abpm.ldap.domain

Value company.com

Description The domain name of LDAP server

Property Name abpm.ldap.adminUser

Value administrator

Description The administrator security principal (userID) in active directory
Property Name abpm.ldap.security_credential

Value myPassword

Description Enter the administrator user p d in active directory
Property Name abpm.ldap.searchString

Value cn=users,dc=company,dc=com

The default search string eg if domain is example.co.in, the value of property will be

Description 2
P cn=users,dc=example,dc=co,dc=in

5.  Configure the LDAP properties as per the details given in the above figure.

Mapping LDAP Group with Adeptia’s Roles

There are three roles in Adeptia that are referred as user type. They are Administrator, Developer and Business.

By default all LDAP users are treated as developer, however, you can configure LDAP users as Business user
type.

1. To map LDAP user as business user, enter the name of the users, who you want to be defined as business
user in abpm.ldap.businessUsers. These names should be separated by commas.
2. To map users of Active directory default group Domain User group with Adeptia group, enter the ID of the

group, which you have created in Step 4 of this section in abpm.Ildap.defaultldapGroup (see figure below).
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Configuring Form-Based LDAP Authentication

Property Name abpm.ldap.businessUsers
Value
Description Enter the Business users in comma seperated format
Property Name abpm.ldap.defaultLdapGroup
Value 127000000001107055548721600002
Description 1d for LDAP deafult group in adeptia
o a. To know the Id of the group, go to Group Manage Page, and click the name of

the group. This will display all the details of the group along with its id.
b. For Admin you can only use Adeptia root admin user. However, you are

configured with LDAP but root user will still be authenticated from Adeptia.

3.  Click Save and restart the Kernel and WebRunner.
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Configuring Single Sign On With LDAP

A

CONFIGURING SINGLE SIGN ON WITH
L DAP

In order to use Single Sign On feature in Adeptia Suite, you need to configure:
e Active Directory Server (LDAP Server).
e (Client Machine where Adeptia Suite will be installed.

e Machine from where Adeptia Suit will be accessed.

CONFIGURATION ON ACTIVE DIRECTORY SERVER
This section describes the configuration, which you need to do for Active Directory Server.
Steps

1. Login to Active Directory Server as Administrator user.

2.  Goto Start > All Programs > Administrative Task, and select Active Directory Users and Computers (see figure

below).
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Configuring Single Sign On With LDAP
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3. The Active Directory Users and Computers screen is displayed (see figure below).
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4. Select Users and create a New user as shown in figure below.

10 Adeptia Suite Adeptia Incorporation



Configuring Single Sign On With LDAP

Mew Object - User I
J Create in:  testing.com/sers
Wid
Eirst narne: IJn:nhn |mitials: IMr
Lazt name: ISmith
Full name: IJl:uhn Mr. Smith

Lzer logon name:

IismitH I @itesting, com j

IJzer logon name [pre-Windows 2000];
ITESTINGD"\ Iismith

< Back I Hest » I Cancel

o Do not use host name of the client machine (where Adeptia Suite will be installed) as username.

5. Once the user is created, execute the following commands to generate the Service Principal Name.
setspn -a HTTP/<dns_name> <account_name>
Here:
<dns_name> is the hostname.domain name of the Active Directory server.
<account_name> is the logon name of the User that you have created.
For Example:
setspn —a HTTP/SER-41.company.com jsmith
6. Now execute the following commands to generate the key tab file for server authentication.

ktpass -out <keytab.file.location> -princ <spn>@<realm.kerberos.caps> -mapUser

<active.directory.NetbiosName\accountName> -mapOp set -pass <active.directory.AccountPassword>

Here:

Adeptia Incorporation Adeptia Suite 11



Configuring Single Sign On With LDAP

<spn> should be similar to as specified in previous command.

<realm.kerberos.caps> - shall be in caps and match with kerberos configuration file (defined later)

Assuming that the hostname name is SER-41, the command would be:

ktpass -out C:/keytab/server.keytab -princ HTTP/SER-41.company.com@COMPANY.COM -mapUser
Server\jsmith -mapOp set -pass p@sswOrd

Here, Server is the netbios name of the active directory.

CONFIGURATION ON CLIENT MACHINE WHERE ADEPTIA SUITE
WILL BE INSTALLED

Prerequisites

The client machine must be a part of Active Directory and you must be logged in with the User, which is used to set
SPN command in the previous section.

Steps

1. Loginin to the Client machine, where Adeptia Suite will be installed, as local administrator and configure
the user (which is used in setspn command) as local administrator.

Now, login with this user and install Adeptia Suite Version 6.2.

Apply the provided patch.

By default, the Adeptia Suite will be installed with built-in authentication. Below are the steps
to configure Adeptia Suite to use Single Sign On feature with Active directory.

To know how to create a group, refer to Adeptia Suite Administrator Guide.

4. Change the login module using following steps:
a. Start Kernel and WebRunner.
b. Login as admin user.
c. Create a group in Adeptia Suite that will be used as default group for LDAP users.

o e Incase the LDAP user through which you will login into Adeptia Suite, belongs to Active
Directory default group “Domain Users” group, then this user becomes the part of this default

group in Adeptia Suite. ID of this group will be defined in abpm.ldap.businessUsers.

e To know how to create a group, refer to Adeptia Suite Administrator Guide.
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Configuring Single Sign On With LDAP

d. Go to Administer > Setup > Application Settings and then click Update System Properties.
e. Expand System and then LDAP Authentication (see figure below).

[1 LDAP Authentication

Property Name abpm.security.login.module
Value LDAPLoginModule
Description Login module (DatabaseloginModule /LDAPLoginModule) name to be used

Note :- To activate this property after any change, you need to Restart Server.

Property Name abpm.ldap.host

Value 192.168.1.14

Description The server ip/name on which Active Directory is configured
Property Name abpm.ldap.portNumber

Value 389

Description The port number on which LDAP protocol is enable
Property Name abpm.ldap.initial_context_factory

Value com.sun.jndi.ldap.LdapCtxFactory

Description The INDI initial context factory required for LDAP authentication
Property Name abpm.ldap.security_authentication

Value simple

The mode for security authentication, the default mode is simple. Possible values are

Description none;simple,sasl_mech

Property Name abpm.ldap.domain

Value company.com

Description The domain name of LDAP server

Property Name abpm.ldap.adminUser

Value administrator

Description The administrator security principal (userID) in active directory
Property Name abpm.ldap.security_credential

Value myPassword

Description Enter the administrator user p d in active directory
Property Name abpm.ldap.searchString

Value cn=users,dc=company,dc=com

The default search string eg if domain is example.co.in, the value of property will be

Description 2
P cn=users,dc=example,dc=co,dc=in

f.  Configure the LDAP properties as per the details given in the above figure.

Mapping LDAP Group with Adeptia’s Roles

There are three roles in Adeptia that are referred as user types. They are Administrator, Developer and
Business.

By default all LDAP users are treated as developer, however, you can configure LDAP users to Business user
type.

a. To map LDAP user as business user, enter the name of the users, who you want to be defined as
business user in abpm.ldap.businessUsers. These names should be separated by commas.
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Configuring Single Sign On With LDAP

b. To map users of Active directory default group Domain User group with Adeptia group, enter
the ID of the group, which you have created in Step 4 of this section in
abpm.Ildap.defaultlidapGroup (see figure below).

Property Name
Value

Description

abpm.ldap.businessUsers

Enter the Business users in comma seperated format

Property Name
Value

Description

abpm.ldap.defaultLdapGroup

127000000001107055548721600002

1d for LDAP deafult group in adeptia

c. Click Save.

To know the Id of the group, go to Group Manage Page and click the name of the
group. This will display the all the details of the group along with its id.
For Admin you can only use Adeptia root “admin” user. However, you are configured

with LDAP but root user will still get authenticated from Adeptia.

5. Enable SPNEGO filter using below steps:
a. Goto./Serverkernel/SSO folder; copy the web.xml into ./ServerKernel/web/WEB-INF folder.
b. Edit this file in a text editor and do the modifications as explained below.

<init-param>
<param-name>spnego.krb5.conf</param-name>
<param-value>/krb5.ini</param-value>

</init-param>

<init-param>
<param-name>spnego.login.conf</param-name>
<param-value>/login.conf</param-value>

</init-param>

c. Enter the absolute path of the files highlighted in the above figure. For example: If you have
installed Adeptia Suite in C:\Program Files, the path would be as shown in the figure below:

<init-param>
<param-name>spnego.krb5.conf</param-name>

<param-value>C:\Program

Files\AdeptiaSuite\AdeptiaSuite-

14 Adeptia Suite
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Configuring Single Sign On With LDAP

6.2\AdeptiaServer\ServerKernel\etc\krb5.ini</param-value>

</init-param>

<init-param>
<param-name>spnego.login.conf</param-name>
<param-value>l C:\Program

Files\AdeptiaSuite\AdeptiaSuite-
6.2\AdeptiaServer\ServerKernel\etc\login.conf</param-value>

</init-param>

Replace the Username and Password highlighted in the figure below, with the user name and
password of the user, which is used in setspn command.

<init-param>
<param-name>spnego.preauth.username</param-name>
<param-value>Username</param-value>

</init-param>

<init-param>
<param-name>spnego.preauth.password</param-name>
<param-value>Password</param-value>

</init-param>

Also, define the realm in caps as shown in the figure below.

<login-config>
<auth-method>SPNEGO</auth-method>
<realm-name>COMPANY .COM</realm-name>

</login-config>

Save the file

6. Configure keytab using the steps as explained below:

a.

Go to ./ServerKernel/etc and edit the login.conf file in text editor (see figure below).

spnego-server {
com.sun.security.auth.module.Krb5LoginModule required
storeKey=true
isInitiator=false
useKeyTab=true
keyTab="C:/KeyTab/server.keytab"
principal="HTTP/SER-41.company.com"

Adeptia Incorporation Adeptia Suite
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Configuring Single Sign On With LDAP

debug=true;

}i

Define the path, where you want to keep the keytab file.

Copy the keytab file (which you have generated on Active Directory server), in the location
specified in the login.conf within KeyTab attribute. This file should be placed at client machine
where Adeptia Suite will be installed.

Also, enter the Service Principal name (which you have defined using setspn command) within
principal attribute.

Save the file.

7. Configure the Kerberos configuration file using below steps.

Go to ./ServerKernel/etc folder and edit the krb5.ini file in text editor (see figure below).

a.
Realm Name, which is usedin ktpass
command while creating Keytab
[libdefaults] V
default_realm = COMPANY . COM
- - default_tkt_esnctypes = des-cboc-mndS des-cho-
This should match with the default_tgs_enctypes = des-cbc-ndS des-che-
Realm Name. pernitted enctypes = des-cboc-mdS des-cho-cr
ticket-lifetine = 600
(T8 Hostname of the KDC Server
COHPANY COH = {
kdz = SER-41 . company . con 1
default_domain = COHMPANY . COH
}
Domain VS Realm name donain_realmn)
CCOMPANY COM = COMPANY . COM
COMPANY  COM = COMPANY.COM
[appdefaults]
autologin = true
forwardable = trus
b. Configure the krb5.ini file as shown in the figure below.

8. Save the file.
9. Configure JASS Login Service using below step:

a.

Go to ./ServerKernel/SSO/jetty/contexts folder. This folder contains webapp.xml file. Copy this
file to ./ServerKernel/etc/jetty/contexts folder of Adeptia Suite.

Edit the webapp.xml file in text editor (see figure below) and configure the realm as shown in the
figure below:

<Set name="loginService">
<New class="org.eclipse.jetty.plus.jaas.JAASLoginService">
<Set name="name">COMPANY.COM</Set>
<Set name="loginModuleName">spnego-client</Set>
</New>
</Set>
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c. Save the file.
10. Restart Kernel and Webrunner.

CONFIGURATION ON MACHINE FROM WHERE ADEPTIA SUITE WILL
BE ACCESSED

This section covers the configuration that you need to do within Internet Explorer from where Adeptia Suite will be
accessed.

Prerequisites

The machine from where you will access Adeptia Suite must be a part of the domain, and you must be logged in
with domain user account.

Steps
1. Open the Internet Explorer.

2. Goto Tools > Internet Option.
3. Select the Security tab, select the Local intranet and click the Sites button (see figure below).
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P

=

Internet Options

General | Security | Privacy | Content | Connections | Programs | Advanced |

Select a Web content zone to specify its security settings.
"""
Irtemet rusted sites Restricted
sites

Local intranet
=\ This zone cortaine all Web stes that
"o are on your organization's intranet.

(—

Securty level far this zone

Custom

Custom settings.
- To change the settings, click Custom Level.
- To use the recommended settings, click Default Level.

[ Custom Level... ] [ Default Level ]

| ok || caneal |

4. We need to add the active directory host to a trusted list of URL’s. Click the Advanced button (see figure

below).

.

IIse the settings below to define which Web sites are incuded in
the Local Intranet zone.

Local intranet

<

[*]indude all local (intranet) sites not listed in other zones!
Indude all sites that bypass the proxy server
Include all network paths (UNCs)

{ Advanced... H Ok

l [ Cancel

5. This opens a dialog where the URL’s of the servers where Adeptia Suite is installed, can be added (see

figure below).

6. Next step is to configure the automatic authentication handling in the browser. Go back to the Security
tab and select the Custom Level.

18 Adeptia Suite
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P

=

Internet Options

General | Security | Privacy | Content | Connections | Programs | Advanced |

Select a Web cortent zone to specify its securty settings.

rusted sites Restricted
sites

Local intranet
= This zone cortaine all Web stes that

A5 Sites. ..
9. are an your organization’s intranet.

Securty level far this zone

Custom
Custom settings.

- To change the settings, click Custom Level.
- To use the recommended settings, click Default Level.

qp [ Defaut Level |

| ok || camesl | o

7. Select the Advanced tab, scroll down to the Security section (see figure below).
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Internet Options

B[]

| General | Security | Privacy | Contert | Connections | Programs | Advanced

Settings:

KIKREN T T K<

@ Just go to the most likehy site H
é &cuﬁt_f

Checlk for publisher’s cerificate revocation

Check for server cerificate revocation {requires restart)
Check for signatures on downloaded programs

Do not save encrypted pages to disk

W' leSEd
Enable Integrated Windows Authentication {requires restart
e G i

i

U=e SSL2.0

U=e SSL3.0

Uge TLS 1.0

Wam about invalid site cerificates

Wam if changing between secure and not secure mode

E Wam if forms submittal is being redirected

i | [i]

[ Blestore Defaulis ]

OK || Cancel |  ropl

8. Make sure that the Enable Integrated Windows Authentication setting is checked.

9. Click OK to close this dialog box.
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