| eading the
Integration
Revolution

Your business problems have changed.
Why hasn't your integration solution?
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Step 1. Configure the Key Manager by creating public and private key activities.
A. Go to Develop > Services > Security > Key Manager
B. Create Private and Public keys by uploading the “asc” files as shown here.

Edit Key Manager: MGIC_publicKey

4 Standard Properties

Name* MGIC_publicKey

Develop
public key
- - - - Description®
Projects Solutions Process Events Web Forms Reports and Dashboards |
Services > Security > Key Connector b Key Type | public [[]<€<—
ke Choose File ] No file chosen |e
Data Dicl:iunw b v adeptia_pub asc
Data Transformation [ Private Key Password | ‘
Mame Confirm Password | ‘
Extensions k
MCIC_publicKey
& Human Waorkflow
Edit Key Manager: MGIC_privateKey
] MCIC_private
— Miscellaneous b
B26_Dummy_Privatekey Polling ¥ N Standard properties
B26_Dummy,_PublicKey Schema [ Name* MGIC_privateKey
private key
. Description®
Security V", k Data Sel:ulil‘f senenen P
Source [ 4 Key Manager \/ Key Type' | Private [=] <
Key Choose File ] No file chosen }e
Tl.rﬂH‘. ' Kml adeptia_sec.asc
Web Servi b T Private Key Password ‘ ....... |
Ces
Confirm Password ‘ ....... |
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Encryption and Decryption of data files using PGP.

Step 2. Configure the Data Security activity.
A. Go to Develop > Services > Security > Data Security
B. Create a Data Security activity (for example to encrypt outbound file)
C. Select public key for encrypting and private key for decrypting a file
D. Data Security activity is used in the process flow

: Edit Data Security: MGIC_encryptFile
Develop
. .
Projects ~ Solutions~  Process - | Services~|| £vents~ WebForms  Reports and Dashboards ~ Standard Properties
Services > Security > Data Sec) Connector 4 WEINSMGIC_encryptFile
- Data Dictionary 4 »
[ Delete o Create New encrypt EDI file
Data Transformation P Description®
Name Description
Extensions k
encrypt EDI file >
Human Workflow Type® PGP |Z| e
This is dummy Decryption activity used in B2B flow
Miscellaneous 4 Acti E IZ|
ction® i e
Palling b This is dummy Encryption used for in B2E flow neryption
o ) Key Manager MGIC_publickey é
Security / ¥ | Data Security /
Source P Key Manager
Target P Keystore
Web Services 4
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Example: Configuring the process flow to Encrypt a file

I/'_' El source data file encryption service +1 output encrypted file
r — —

Start Event End Event

Data Security
(encryption)
activity

File Source
activity

File Target
(to place the
Encrypted file)

AlinonyChildSupportOblig: 7+ EDI_Output_encrypted.txt | 231_output.bt o
Bankruptcylnd: 7= I I1EZ15%R *3l121A11=10{850 FEITCHln 15 IqE7h 12 wi
BorrowedDownPayment Ind: 7= TSt ERATRI-01—1 /81 100TI-8} 1 12P 107%22, 1 1-s= 8M|(|cp§21
CitizenshipResidencyType: 7% Toetht A@&bg {A+EsO(6_T+, 15 HE-9®9 1 0-4 | ®REE16%u. TOC 734
EndorserofNote: 7= v ULiE B alam e~OTHF 11E1 41 16a1

FirstTinsHomeBuyer:7* Eik#i 12 ZAEEnpNOg IR =t ObtNT{ 1t >C" {-h05279 mOuES N s Usis
IntentToOccupy: 7% LH uGV|3©?w-—-©t0 ‘Cia Al #2ATELE-T | V%4 | hle T10pER*
JudgenentsIndicator: 7% qa4ilie pu 7100

§E|1{\ 1VhGE Ea[ V| 540 | 1845 2

DutstandingJudgenentsInd: 7% TiEI=l 1ATLA2 q éae iE181 7081 +eV3iToidhit | T’ 1lgoe{
PartyToLlawsuit: 7% iy, O TEAR, 1D ~1% /<<|S+H*<<G0p"‘EB A AELT2_eBSENG
Present lyDelingquent 7= Oued? & 8 iiakiqp. 4P S 8cTEQe)VO( =iz T2 RoQiky s Tut11:
FriorPropertyTitleType: 7= =L 1Z8".
PriorFPropertylsage: 7% I .
Forec 1Tears: 7% Y alE] | 1bd! a(;—x —h&7! bMOla AR Et=aE] B | S‘nwvg':cbiizEﬁ#waoEI
@lailse! @11 C1]p ™ oo mme s s

Recor D t mtInfornation* Es al?ngGl9¢i-§! [ 111e¥

a a 20%s & INELR

Ano
________________________ ?;EJIEJ:HE;;\H;;JH Dc E n C ry pte d SN2 Jwe{xFTHE

SSH_E= IcG 8= IhC|ZIutu© ho 072
SelfEmnployedIndicator_1= HI2 L em ermea i mewn 1 ,Oe,I,QF#I
HonthsOnJoh: 7= & D

TineInlineOfWork : 7% aFaLl -

Eeall*sonng:?*l* SE Mol s -gEAET =tHe S+ci  VaBMinf in-¥XicE1%$G7§3
Cmp DVTT EmeT q.7s PEo_aali \Lu S\ISOyyHII FEIn"1 z\ 1
urrent lyEmployed : Jore] I TS Y I=e A " HdECT

- . 1Ig
PositionDescription: 7= FEITiCyl-26° @—}IquEAe}t;Q—-# Tf9setass 14 190 19 B1):
PrimarvEmoloverIndicator: 7+

e Lhkl 11
1
111 74~@11-; 8D fn$) | I%oBectme 2 MCEsn I=CLA[ [07F%=G114 —Ag]:!fefsiE
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I/‘_' El source data file
) —_—
Start Event
File Source
activity
EDI_Dutput_encrypted.txt 231 _output.bd 9

1 19 EZ105R: sy laialls IU{®éQ

#EIACHNIS5Ig?h 152 wi
7ongtELAln le— Ko bl
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w UiE EX ulau @OIrg 17E A1 1ésl

Hih#i |2 ZAEEmpHE 1dR | = =tOBEATL >0 {-hDoe7 I ubnEE | & ° 1
THOGGY 1387 —ot 01-+0: A6q 1#2ATELE-T | 124 | A1e  TT0REG-*PY
Adaile g 7101 voal 1A 1SCE KN 17hiGE Ec] Ve Fali | 1842

TEBL= | 1AUAE2 o Boé} NEILELZL 051+eT 3 XoifHit . 140" | 1gee{
—p, Ot DKAN, 1D}, ~T$E ) S48 GOP~ER MWD AEL2_sBS:R0G
Oued? 4 8 i LAkiqp. CaF 5 BofEQ ) YO | stiBie U2«Boguly > Tuk It
=L 1Z8".1

1
%" 80211 1bd’ ag-r—A&7]
®@lailsx? @11 C1]pRE
Ee altngGII9ei-slT]
Oxe~+T %88 2HTulADe-|
{aDJtecaldewhur C-
|cG: @= IWCiZIEtnd (-
13492 :

ieErEyad B

Encrypted '.....

s all1Ein
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»7E
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afaDi 11
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"] decryption service

Data Security
(decryption)
activity

Example: Configuring the process flow to Decrypt a file

1 output decrypted file
R —

End Event
File Target

(to place the
Decrypted file)

AlimonyChildSupportChlig: 7=
BankruptcyInd: 7%
BorrowvedDovnPayment Ind: 7%
CitizenshipResidencyType: 7*
EndorssrofHote: 7»
FirstTimeHomeBuyer: 7=
IntentTolcoupy: 7%
JudgementsIndicator: 7=
Out=standingJudgenent=Ind: 7=
PartyToLlawsuit 7%
PresentlyDelinguent : 7%

Forec
SSH_E:
TimeInLins0f Work: 7+
CurrentlyEnployed : 7=

PrlorPropertyTltleType T
e DECIypted .
Selfk:

YearsOnJob: 7#*
PozitionDescription: 7%

Priorl

Honth:

EnployverHamne_1=
PrimarvEmoloverIndicator: 7%



