Adeptia Integration with XERO API
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A. Configuring Adeptia to consume xero API:

Collect the OAuth credentials from XERO for accessing XERO APIs. This is a prerequisite to start
consuming the XERO APIs. Based on the credentials the xero APl will allow access to the APIs.

1. Create OAuth Policy in the Adeptia end based on the OAuth credentials. Pass the following fields
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Login to Adeptia Connect Portal, click on “Configure” -> “Accounts” -> “OAuth Profile”.
Click on “Create OAuth Profile” button

Enter the OAuth Profile name that needs to be created

Select value for OAuth version as “2.0”

Select value for OAuth Grant Type as “Authorization Code Grant”

Enter value for Client Identifier with the ClientID from xero

Enter value for Client Secret with the client Secret from xero

Enter the value for Authorization URL as
https://login.xero.com/identity/connect/authorize

Enter the value for access token URL as https://identity.xero.com/connect/token
Enter the value for scopes as “accounting.transactions” (Please note multiple scopes can
be added based on the use case

Click on “Save” button to Save Profile.

Auth Url - hhttps://login.xero.com/identity/connect/authorize

Access token url - https://identity.xero.com/connect/token

Call back Url for Postman - https://www.getpostman.com/oauth2/callback
Call back Url for Adeptia Connect Services Environment-

https://services.adeptia.com:443/rest/oauth/account



https://login.xero.com/identity/connect/authorize
https://identity.xero.com/connect/token
https://appcenter.intuit.com/connect/oauth2
https://login.xero.com/identity/connect/authorize
https://identity.xero.com/connect/token
https://www.getpostman.com/oauth2/callback
https://services.adeptia.com:443/rest/oauth/account

Scope - accounting.transactions
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Edit OAuth Profile

Access Information

Provide a name for this QAuth profile @

AK_Dauth_Xero_Profile

OAuth Version @

20

OAuth Grant Type @

Authorization Code Grant

Client Identifier @

13ZaDKfezUgCawPaSEmM7wsGwNOINA WYy yZLT/ XjyU3l

Client Secret @




Edit OAuth Profile
Authorization URL

https:#loginxero.com./identity/connect/authorize

Access Token URL

https.#identityxero.com/connecttoken

Scope

accounting transactions

Callback URL

https./ services adeptia.com443/rest/oauth/accou
nt

Select Project

Default -

Cancel | £

2. Create OAuth account in the Adeptia end based on the OAuth credentials.
a. Login to Adeptia Connect Portal, click on “Configure” -> “Accounts” -> “OAuth Account”.
Click on “Create OAuth Account” button
Enter a name for OAuth account to be created.
Select the OAuth Profile created from Step 2
Select the Current Project
Click on “Get Access Token and Save” button
i. If Authentication is successful, the token will be created, and window will close
to save the token.
ii. If Authentication is unsuccessful, then the Authentication failure message and
reason is displayed. (Please verify the authentication credentials and retry)

A
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Create OAuth Account

Provide a name for this OAuth account

— S T T o o T S Y ——
AL AU PR DU S LR

Use In Mail Activity

Access Information

Select QAuth Profile to use for this account

Select Project

fault -

e
Aol auALL

Cancel

3. Create Security Policy for the Web service
a. Login to Adeptia Connect Portal, click on “Configure” -> “Web Services” -> “Security
Policy”.
Click on “Create Security Policy” button
Enter the Name and Description for the security Policy
Select the value of “Security Policy Type” as “WS Consumer”
Expand “Authentication Properties” option and select “Authentication” checkbox
Select value of “Authentication type” as “OAuth”
Select value of “OAuth Account” as the OAuth Xero Account which was created in
previous step.
h. Click on Save button to save settings.
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Edit Security Policy: AK_OAuth_Xero_SecurityPolicy

4  Stan Froperiis
Mame™ AK QAuth Xero SecurityPolicy
AK_OAuth_Xero_SecurityPolicy
Description®
4
Security Policy Type  © WS Provider ® WS Consumer O HTTP Source
4  Authenticstion Properties

Authentication
Authentication Type®  OAuth W

QAuth Account™ | AK_OAuth_Xero_Account v

4. Create webservice consumer for calling actual Xero APl with the following Endpoint config,
Header params, and Oauth policy configured in step 2.
a. Login to Adeptia Connect Portal, click on “Configure” -> “Web Services” -> “REST
Consumer”.
b. Click on “Create REST Consumer” button
. Enter the Name and Description for the webservice Consumer
d. Enter the “URL” field with the XERO APl URL, example -
https://api.xero.com/api.xro/2.0/Invoices
e. Add the parameters Content-Type and xero-tenant-id
i. Content-Type application/json
ii. xero-tenant-id S$Sxerotenantid$S$

The SSxerotenantidS$ represents the context variable which will be set in the
Process flow.

Please add as many parameters as needed for the required API call

f.  Select the value for “Security Policy” as the OAuth security Policy which was created in
previous step.
g. Click on “Save” button to save the webservice Consumer


https://api.xero.com/api.xro/2.0/Invoices
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Description®

Character Set Encoding”

URL*

Parameter

Method*

Presentation

Security Policy

AK_XeroAPl_WebServiceConsumer

UTF-8

https:/fapi.xero.com/api.xrof2.0/Invoices

Edit REST Consumer: AK_XeroAFPl_WebServiceConsumer

Exiract Params From URL

[ # Mame Value Style
1 Content-Type applicationfjson | Header v -
2 xero-tenant-id Saxerotenantidbd | Header v
4 3
Mo. of Rows 1 at Position 5
Get v
Type Meadia Type Variable Name
RESPONSE application/text restResponse
FAULT application/text restFault

AK OAuth_Xero SecurityPolicy

=

6. Create webservice consumer for fetching the tenantld from xero API, with the following

Endpoint config, Header params, and Oauth policy configured previously
Login to Adeptia Connect Portal, click on “Configure” -> “Web Services” -> “REST

a.

Consumer”.

Click on “Create REST Consumer” button
Enter the Name and Description for the webservice Consumer
Enter the “URL” field with the XERO connections APl URL, example -

https://api.xero.com/connections

Select the value for “Security Policy” as the OAuth security Policy which was created

in previous step.

Click on “Save” button to save the webservice Consumer



https://api.xero.com/connections

Description®

Character Set Encoding®

URL®

Parameter

Method®

Presentation

Security Policy

Edit REST Consumer: AK_GetXeroTenantld Webservice

AK_ GetXeroTenantld Webservice

UTF-8

hittps:/fapi.xero.com/connections

Extract Params From URL

[# Name Value Style
1 Query v -
2 Query b
] »
Mo. of Rows 1 at Position 5
Get w
Type Media Type Variable Name
RESPONSE application/text restResponse
FAULT application/text restFault

AK_OAuth_Xero_SecurityPolicy

7. Create Process Flow for calling webservice consumer
a. Login to Adeptia Connect Portal, click on “Configure” -> “Process Flow”
b. Click on “Create Process flow” button
c. Define the process flow to call the webservice consumer

i. To get the xerotenantid from the xero application, make a call to the

connections API configured in webservice consumer

ii. Use the Data Mapping to map the json response field “tenantld” to the

ContextLayout field “xerotenantid”
iii. Call the actual xero invoices API, by using the webservice consumer which
was previously configured.



Operational  Parmers Transaction  Dashboard Configure

- o
Process Flow
Projects NAME DESCRIPTION
Process Flow » AK_Quickbook_ProcessFlow_vi AK._Guickbook_ProcessFlow_vi
Templates AK_Quickbook_ProcessFlow_New AK_CGuickbook_ProcessFlow_Me
eb Forms AK_Quickbook_ProcessFlow AK_Guickbook_ProcessFlow
Developer Studio AK_¥ero_Connections_ProcessFlow AK,_¥ero_Connections_ProcessFlow

Process flow

8 AK XeroTenant)
sonSchema

] = Y ) (™ | Autosave (D) | AK_XeroConnections_Ten. A L 3
Source Q ®x i Destination Q X
© Root (AK_KersTenantlsenSchema) © Root (outpusContextSchems)
@ item @ Record
] xerotenansd (=
auhEvantid

8. Executing the Process Flow
a. Click on Configure -> process flow,
b. Click on Actions button to execute the corresponding process flow
c. Verify in Dashboard.
d. Checks the repository logs for the API response



Hi. Admin -
A ADEPTIA B @) awao
Tranzaction  Dashboard  Configre Sys Admin
Lo Cleanup? = for dstails
All Projects - CREATE earch Process Flov
) D proces Flow Search Process Flow
Projects NAME DESCRIPTION PROJECT OWNER MODIFIED PUBLISHED ACTION
Process Flow . AK_Quickbook_ProcessFlow_vi AK_Quickibook _ProcessFlow_vi Default Adrmin Admin Today 545 PM Unpublished F@D N | @
Templates AK_Quickbook_ProcessFlow_New AK_Quickbook_ProcessFlow_News Default Admin Admin Today 438 PM Unpublished orr @Dy oN =
Wed Forms AK_Quickbook_ProcessFlow AK_Quickibook_ProcessFlow Default Admin Admin Today 430 FM Unpublished orr @D oN (&)
Developer Studio AK_Xero_Connections_ProcessFlow AK_Xero_Connections._ProcessFlow Default Admin Admin Nov 18 346 PM Unpublished oFF @D ON &)
AK Xero_ProcessFlow AK Xero_ProcessFlow Default Adrmin Admin Nov 17 516 PM
ACCOUNTS °
AK_ZipCode_ProcessFlow AK_ZipCode_ProcessFlow Default Adrmin Admin Nov 17 525 PM
CUSTOMDASHBOARD @
SS_EmployeeBenefitsProcessFlow Process flow for employes benefits Practice Project 1 Samesra Sila Oct 14 126 FM
DATATRANSFORMATION @
~ AD_EmployeeBenefitsProcessFlow process flow for employee benefits Project 1 Abishek Donthamsetty Oct13712PM
EDI
AD_Training_ProcessFlow AD_Training._ProcessFlow Project_1 Abishek Donthamsetty Sep 29157 PM
- ° ing. q i y P 2915
Revamp_MST_PF_ProcessFlowMonitoringDet_  This Process Flow is designed to Monitor the R Default Admin Admin Aug 16 1242 PM
EXTENSIONS °
RS e CE_EmployeeBenefitsProcessFlow_Copy process flow for employes benefits Project 1 Carlos Escabalzeta Aug 1z 543 PM
@ Ajob has been submitted to Gueus Processor forexecutinga (%) Hi, Admin a ™ ogm O
s been s = = ® .
v/ process flow AK_Xero_Connections_ProcessFlow. Adeptiainc =
Pariners  Transaction Dashboard  Configure Sys Admin
Visit Dashiboard for execution logs of this pracess flow: x
= u Errors E AllMessages - CurrentLogs  w | 3
5]
TRANSACTION TEMPLATE PARTNER USERID TYPE STARTED + REFERENCE STATUS ACTION
£ AK_Xero_Connections_ProcessFlow admin Process Flow Today 635 PM AK_Xero_Connections_Pro. ] ®
={%  AK_Quickbook_ProcessFlow_vi admin Process Flow Today 545 PM AK_QuIckbook_ProcessFlo- ] ®
N . ) y
+{%  AK_Quickbook_ProcessFlow_vi admin Process Flow Today 516 FM AK_Guickbook_ProcessFlo- ] ®



B. Testing XERO API using Postman

Open Postman -> Authorization Tab -> OAuth 2.0 -> Configure New Token.
Enter the following values which is got from xero application

GET i https:/fapi.xero.com/connections
Params Authorization @ Headers (7) Body Pre-request Script Tests @ Settings
Header Prefix @ Bearer
Type OAuth 2.0 v

Configure New Token
The authorization data will be automatically generated when you X . . .
- Configuration Options @ Advanced Options

send the request. Learn more about authorization 2 —

Add authorization data to Request Headers v Token Name E
Grant Type Authorization Code
Callback URL @ {{re_directURI}}
|:| Authorize using browser
Auth URL @ https:fflogin.xero.com/identity/connect/autl
Access Token URL @ https:/fidentity.xero.com/connect/token
Client ID @ {{client_id}}
Client Secret @ {{client_secret})
Scope @ {{scopes}}
State @ 12345678
Client Authentication Send as Basic Auth header

(% Clear cookies (D

Get New Access Token

Click on Get New Access Token, opens a model with Xero login and company details. Select
accordingly and continue.
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. Xero | User Consent - O X
File Edit View Help

Xero

OAuth2App wants access to:

‘ Select another organisation -

Organisation data

/] 1 connected organisation
View and manage your business

transactions

By allowing access, you agree to the transfer of your data
between Xero and this application in accordance with Xero's
Terms of use and the application provider's terms of use and
privacy policy.

You can disconnect at any time by going to Connected apps
in your Xero settings.

Continue with 1 organisation

Access Token is generated. Save the Access token and refresh token to environment variable.



MAMAGE ACCESS TOKENS pod

All Tokens Delete -~ Token Details

Token Name Token Name #

Access Token eyJhbGciQiJSUzIMNIisImtpZCIBIFDQUYARTY 2N zcyRDZEQzAYOEQ
ZNzIZRkQWMY xNTgxNTewRUZDMTKILCJ0eX AIDIJKVIQILCJANXQ
I0LISYTPWm Sjd GJjQWBxbkp 2MENZVmdWY 09fQmsifQ ey JuYmYiO
JE2ZMzczNDe3MIESImV4cCIEMTY zMzMOOTUyMSwiaXMzljoiaHROC
HMELy9pZGWudGl0eS54 2K JvLmNvb SIsimF1ZCIEImhOdHEzOiBva
WRIbnRpdHkueGVyby5]b2 Ovemy zb3WVyY 2V zliwiY 2xpZW50X 21kl joi
NUQENKM20ODgwNjkSNDIwQzhDNjQ3QTZBNzdDQUI30ODEILCJzd
WHOIWNDUwWOWQ10DcyOWNZGNJOTIZNZFIMhiOTYAMTM2ZClsl
mF1dGhfdGItZSIEMTYzNzMONzY20CwieGVyb191c2VyaWQiOilwhij
czZMWISME1YmEZLTRhMzetYmY zMiOSMDINZGJhOWI4OGYILC Inb
GOiYWxfc2Vze2lvbl9pZClElje 5SODNmMNDhIZmFAMJRhOTMAMNZFiNZ
EzMTZkODE1ZmJiliwianRpljoiZ Tg3M2VEKZTAZMTIKZTBkOWMxM]RI
ZDNEZjlyY zY 20TAILCJhdXRoZWS0aWNhdGivbISidmVudF9pZ CIE]
mY SMmISMZNhLTY 3ZDQUNDKxNITTY TRILTg4ZG12NDgwZGFmNSIs|

Make the Connections API call to get the xero-tenant-id, Save the xero-tenant-Id in environment
variable

cer “ hutpsilsplrero.com/connections m

Params  Authorization — Headers (8) Body  Pre-requestScript  Tests @ Settings Cookies
s LI LA  |  IUaIL IS L 87 17 | AP I SY LY AL LIS
Postman-Token @ <calculated when request is sent>
Host @ <calculated when request is sent>
User-Agent ® PostmanRuntime/7.28.4
Accept @ e
Accept-Encading @ gzip, deflate, br
Connection (@ keep-alive
Authorization Bearer {{access_token)}
Key Value Description
Body Cookies (2) Headers (11) Test Results (1/1) @ Status: 200 0K Time: 138 ms  Size: 673 B Save Response
Pretty Raw Preview Visualize JSON v o Q
. [
2 i
3 “id": "e2620b04-c039-4b5d-21e4-ddealecidiEE",
a “authEventId": "f4457c3e-170d-4150-2453-552£1d36a81d",
5 “tenantId": "521ab781-7ad-4£16-85di-b3947a24a7ed",
6 “tenantType": "ORGANISATION',
7 “tenantName": “Demo Company (US)",
8 “ereatedDateUte”: "2021-11-12T18:46:45.6498948"
B “updatedDatelUte”: "2021-11-17T20:03:30.2428740"
19 :
1 1

Make the actual XERO API call to get response. AUTH token and xero-tenant-Id will be used from
environment variable



GET ~  hitps:/fapi.xero.com/apixiof2.0/BankTransactions m
Params  Authorization  Headers (1)  Body  Pre-requestScript @  Tests  Settings Cookies.
. oemRus —_— rusunE 20
Accept O e
Aceept-Encoding @ qzip, deflate, br
Connection @ keep-alive
xero-tenant-id {ixero-tenant-id}}
Authorization Bearer {{access_token)]
Accept applicationfjson
Content-Type applicationfjsen
Body Cookies (2) Headers (13) Test Results @ Status: 200 0K Time: 228 ms Size: 1572KE  Save Response v
Pretty  Raw  Preview  Visualize  JSON v I o Q
1 "
2 "I¢"i "2¢eB1971-008£-4265-8729-2212d50090c2" ,
3
5 DateTimeUTC™: " /Date(1637347890221)/",
6 "BankTransactions™: [
7 i
8 ‘BankTransactionID": "9575e6f9-fead-4456-bfba-aefedd46937f2",
il “BankAccount”: {
10 “AccountID": “ceefs 3b-9312-
11 “Code”: 099",
12 “Name": "Checking Account”
13 ¥
14 ype": "SPEND",

A. Sample Transactions Request Response

a. GET Bank Transactions API

Endpoint -https://api.xero.com/api.xro/2.0/BankTransactions

Response:

{

"Id": "843ebfbl-09da-41f5-b71b-4467ca969d2a",
"Status": "OK",
"ProviderName": "OAuth2App",
"DateTimeUTC": "/Date (1637005536456) /",
"BankTransactions": [
{

"BankTransactionID": "9575e6f9-fead-4456-bfba-aefed46937f2",

"BankAccount": {

"AccountID": "ceef66a5-a545-413b-9312-78a53caadbc4d",

b. POST Update Bank Transactions API
Endpoint -
https://api.xero.com/api.xro/2.0/BankTransactions/cd94b413-0250-49ab-8dfc-185827a5662d



https://api.xero.com/api.xro/2.0/BankTransactions
https://api.xero.com/api.xro/2.0/BankTransactions/cd94b413-0250-49ab-8dfc-185827a5662d

Request:

{ "BankTransactions": [ { "Type": "SPEND", "Contact": { "ContactID": "00000000-0000-00
00-0000-000000000000", "ContactStatus": "ACTIVE", "Name": "Buzz Lightyear", "FirstName
": "Buzz", "LastName": "Lightyear", "EmailAddress": "buzz.Lightyear@email.com", "Conta
ctPersons": [], "BankAccountDetails": "", "Addresses": [ { "AddressType": "STREET", "C
ity": "", "Region": "", "PostalCode": "", "Country": "" }, { "AddressType": "POBOX", "
AddressLinel": "", "AddressLine2": "", "AddressLine3": "", "AddressLined4": "', "City":
"Palo Alto", "Region": "CA", "PostalCode": "94020", "Country": "United States" } 1, "
Phones": [ { "PhoneType": "DEFAULT", "PhoneNumber": "847-1294", "PhoneAreaCode": " (626
)", "PhoneCountryCode": "" }, { "PhoneType": "DDI", "PhoneNumber": "", "PhoneAreaCode"
"", "PhoneCountryCode": "" }, { "PhoneType": "FAX", "PhoneNumber": "", "PhoneAreaCod
e": "", "PhoneCountryCode": "" }, { "PhoneType": "MOBILE", "PhoneNumber": "", "PhoneAr
eaCode": "", "PhoneCountryCode": "" } ], "UpdatedDateUTC": "2017-08-21T13:49:04.227-07
:00", "ContactGroups": [] }, "Lineitems": [], "BankAccount": { "Code": "088", "Name":
"Business Wells Fargo", "AccountID": "00000000-0000-0000-0000-000000000000"™ }, "IsReco
nciled": false, "Date": "2019-02-25", "Reference": "You just updated", "CurrencyCode":
"USD", "CurrencyRate": 1, "Status": "AUTHORISED", "LineAmountTypes": "Inclusive", "To
talTax": 1.74, "BankTransactionID": "00000000-0000-0000-0000-000000000000", "UpdatedDa
teUTC": "2019-02-26T12:39:27.813-08:00" } 1 }

Response:

"ErrorNumber": 10,
"Type": "ValidationException",
"Message": "A validation exception occurred",
"Elements": [
{
"BankTransactionID": "cd94b413-0250-49ab-8dfc-185827a5662d",

"BankAccount": {
"AccountID": "00000000-0000-0000-0000-000000000000",
"Code™: "088",
"Name": "Business Wells Fargo",
"ValidationErrors": []

c. Error Scenarios: Invalid or missing xero-tenant-id
Error Response:

{
"Type": null,

"Title": "Forbidden",
"Status": 403,
"Detail": "AuthenticationUnsuccessful",

"Instance": "5bfc2679-9020-4cca-9c3d-c34b387766dc",
"Extensions": {}



d. Error Scenarios: Invalid or Missing Oauth access token in header

Error Response:

ocauth problem=consumer key unknown&oauth problem advice=Consumer3%20key%20was%20nots
20recognised

C. Signing up to Xero Account

Login to below url to sign for a xero account
https: WWW.Xero.com/us/signup

I e I Y e T R AW TG AW ISy A | TR AW ARKIUT A MUK A | W SRR A | Rl GRYYTE A | AT TTA | L YU A e AROL AT -

> ¢ (@ developerxerocom ® %) #

i Apps M GMAIL-AunAdep.. [E] Adeptin-Golendors A Sericeshdeptia A, Traning B o & AdeptiaRA [ Onboording -Traimi.. (@ Getting stared qui-. @) XERO APl docs [ FIS Globl Outsten oot o\ Atz » B¢

EVELOPER Ways fo Build »  Docs~  Community Q Sign up

Solve unique problems for over
2.7 million small businesses

Enter the following details and submit


https://www.xero.com/us/signup/

AN e e B L I I T L = L e s L L LI P I L LT ] S P AT B LS Aot

First name

‘ First name

Last name

‘ Last name

Email

‘ Email

Phone

‘ ‘Phone

Location

‘ United States v

™

reCAPTCHA

Privacy - Terns

\/ I'm not a robot

I've read and agreed to the terms of use, privacy notice and
offer details:

Terms of use, privacy notice, and offer details.

Setup Multifactor authentication



o Intro o Choose an app o Set up app ° Add a backup

Add a second layer of security

To set up multi-factor authentication, you'll need an authenticator app on your phone and a backup email
address or security questions.

Set up multi-factor authentication

Create a new APP

You haven't added any apps yet. Add an app to get started.

Provide the company name, app url and redirect url.



Name

AdeptiaTestApp

Integration type

o Web app
sStandard auth code

Connect up to 25 organisations before certification

Mobile or desktop app
Auth code with PKCE. For native apps that
can't securely store a client secret

Connect up to 25 organisations before certification

Custom connection
Fremium one-to-one integration that utilises
the client credentials grant type

Only available to Xero organisations in UK, Australia

and New Zealand

Learn more about integration types [

Company or application URL

0 Company or application URL is required

Login URL for launcher (optional)

URL will be used by launcher to leg in to app. Find out about launcher [4

Privacy policy URL (optional)

Terms and conditions URL (optional)



Click on the Configuration section to view the Client ID.
Click on Generate secret to create a client secret
Save clientid and clientsecret to be used in postman

Apps > AdeptiaTestApp
Configuration

App details
Configuration
History
Webhooks

App Store application

Connecticn

0 of 25 connections

Redirect URIs
https:/iwww.getpestman.com/oauth2/callback

Leam about redirects (4

Add another URI

Clientid

Elassssasssssssasssssssnssnssad ® Copy

Generate a secret

Login URL for launcher (optional)

URL will be used by launcher to log in to app. Find out about launcher [4



Connection

0 of 25 connections

Redirect URIs

https.//mww.getpostman.com/oauthZ/callback

) 7
Learn about redirects |__|

Add another URI

Client id

5‘1 RIS LIRS R Ay '.'.."46 @' Cﬂp?

Client secret 1

W{)I'III.III.I (AL AR PR PRIl Rad ]l IU_ @' Cﬂp}.

IMake sure to copy and paste your new secret immediately. You won't

be able to se= it again.

Login URL for launcher (optional)

URL will be used by launcher to log in fo app. Find out about launcher [

Download the postman collection from Xero API. And start using the APIs.
https://www.postman.com/xeroapi



https://www.postman.com/xeroapi
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Xero

Qverview Collections (4)
Xero API Latest collections  view all e >
The team looking after Xero's APls
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